UBND TINH QUANG NINH CONG HOA XA HQI CHU NGHIA VIET NAM
SO GIAO DUC VA PAO TAO Péc 1ap - Tw do - Hanh phic

$é: 3765 /SGDDT-GDPT Quang Ninh, ngay 29 thang 11 nam 2024
Vv tdng cudng giao duc Ki nang so
cho hoc sinh pho thong

Kinh gui:
- Cac Phong Giao duc va Pao tao;
- Céc Truong co cap trung hoc phd thong.

Thuc hién Ké hoach s6 3625/KH-SGDPT ngay 11/12/2023 ctia S6 GDDT vé
viéc ting cuong ung dung cong nghé thong tin va thic day chuyén d6i sé6 Nganh
gido duc giai doan 2023 - 2025, dinh hudng dén nam 2030; Ké hoach s 842/KH-
SGDDT ngay 19/3/2024 ctia S GDDT vé viéc thuc hién Chuyén ddi s6 Nganh gido
duc nam 2024.

Pé phat trién nguén nhan luc so tir giao duc pho thong; tang cuong hi¢u qua,
chét luong cong tac gido duc ky nang va kién thirc co ban vé ki ning s6 cho hoc
sinh. S& Gido duc Vav Pao tao dé nghi cac co s¢ giao duc nghién ctru lya chon nd1
dung va giai phap trién khai thuc hién cac ndi dung sau day:

|. Xac dinh cac chi dé gido duc tich hop vé gido duc cong dan s6'

1. Quyen va trach nhiém cua cong dan S0 Quyen truy cap thong tin va tai
nguyén sd; bao vé quyén riéng tu ca nhén trén mang va trach nhiém tuan thu phap
luat khi str dung cong nghé (ban quyén, so hitu tri tué).

2. Van hoa ung xu: trén khong gian mang: Quy tic giao tlep lich su va ton trong
trong cac dién dan, mang x4 hoi; phong chéng bat nat truc tuyén; cach quan 1y cam
xUc va giai quyet mau thuin trong moi truong truc tuyen

3. Bdo mdt théng tin c¢d nhdan va an ninh mang: Cac nguyén tac bao vé thong
tin ca nhan (cach dat mat khau an toan, canh giac véi lra dao truc tuyén); nhan dién
cac nguy co v€ an ninh mang (nhu phishing, malware, ransomware); Cach thirc bao
v¢ tai khoan mang xa hoi va dir liéu ca nhan.

4. Phong chéng tin gid va danh gid thong tin triec tuyén: K¥ nang kiém chimg
ngudn tin, x4c minh do tin cdy ciia thong tin truc tuyén; phan biét gitra tin tirc that
va tin gia (fake news); vai tro va trach nhiém trong viéc chia sé€ thong tin trén mang
xa hoi.

5. Quyén s¢ hitu tri tué trong moi truong so: Hiéu biét vé ban quyén va cac
quy dinh phap 1y lién quan dén ndi dung sd; Ton trong va str dung ndi dung sd hop
phap (hinh anh, video, am nhac, tai li¢u); Cach st dung tai nguyén Creative
Commons va glay phép mo?.,

6. An toan sé: Cach dbi phé véi cac hanh vi quay rdi, lam dung trén mang; Tao
thoi quen stir dung cong nghé cé kiém soat va tranh nghién mang xa hoi; cac cong
cu gidm sat va quan ly thoi gian tryc tuyén.

Y(Digital Citizenship) dam bao phu hop theo tam Ii Ira tudi cp hoc. _) , i
2 Céc giay phép Creative Commons tao dicu ki¢n cho viéc st dung, stra doi, phan phoi va tai s dung tai nguyén de
dang hon, phu hop véi nhu cau cua ca nguoi sang tao va ngudi sir dung.



7. Tw duy s6 va trdch nhiém cong dong: Tu duy phan bién trong viéc tlep can
thong tin trén moi truong s6; phat trién tu duy sang tao va tich cuc tham gla xay
dung cong dong truc tuyén; trach nhiém véi moi trudng s, tranh cac hanh vi pha
hoai hodc gay ton hai dén nguoi khéc.

8. Cong nghé va quyén riéng tw: Hiéu cach cac ddi tugng thu thap va sir dung
dir liéu c4 nhan; Quyén kiém soat dit liéu c4 nhan theo cac quy dinh phéap lut (nhu
GDPR, CCPA); TAm quan trong ctia bao mat trong thiét bi IoT?.

9. Théi quen sir dung cong nghé lanh manh: Cén bang giita thé gidi s6 va doi
thuc; Quan 1y thoi gian truc tuyén va tranh tinh trang phu thudc vao thiét bi sd; Anh
hudng ciia cong nghé dén stc khoe thé chat va tinh than.

10. Twong lai nghé nghiép va ky ndng céng ddn s6: Céc k¥ nang s6 can thiét
trong cong viéc (str dung cong cu lam VleC tryc tuyén, quan 1y thong tin s0); Hiéu
v€ quyén lao dong trong khong gian 6% Chuan bi cho cac nghé nghiép lién quan
dén cong nghé sé nhu AL dit liéu 16n (Big Data), va blockchain.

I1. Céc Ki ning cin thiét
1. Ky nang su dung cong cu cong nghé co ban

- Sir dyung thiét bi s6: Hiéu biét co ban vé cach van hanh may tinh, dién thoai
thong minh, may tinh bang, va céc thiét bi s6 khac.

- K§ nang soan thao: Thanh thao cac phan mém soan thao van ban (Microsoft
Word, Google Docs) dé lam bai tap va thuc hién du an hoc tap.

- K§¥ ning trinh bay: Tao bai thuyét trinh chuyén nghiép bang cac céng cu nhu
PowerPoint, Canva, hoac Google Slides.

2. Ky néng tim kiém va khai théc théng tin

- Tim kiém thong tin hiéu qua: Str dung cong cu tim kiém nhu Google mot
cach thong minh (st dung tir khoa, bd loc, hoac tim kiém nang cao).

- Panh gia nguon tin: Phan biét thong tin chinh thong va tin gia bang cach kiém
tra nguon goc, do tin cly va tic gia cua tai licu.

3. Ky nang quan ly dir li¢u

- T6 chtre dit liéu: Sép Xép tép tin, thu muc, va tai li¢u hoc tap trén thiét bi hodc
dich vu luu trlt dam may (Google Drive, OneDrive).

- Sao luu va bao vé dit liéu: Hiéu cach sao lwu dit liéu quan trong dé tranh mat
mat, st dung cac cong cu nhu USB, 6 cling ngoai, hodc dam may.

4. Ky nang giao tiép triec tuyén

- Str dung nén tang hoc tap truc tuyén: Tham gia cac 16p hoc qua Zoom, Google
Meet, hoac Microsoft Teams mot cach thanh thao.

- Tuong tac trén mang xa hoi: Giao ti€p lich su, ton trong trong cac dién dan,
mang xa hoi, hoac email.

3 Internet of Things
4 nhu cong viéc tu do (freelance) hodc lam viéc tir xa (remote working);



5. Ky nang bao mdt va an ninh mang

- Bao v¢ tai khoan ca nhan: Tao va quan ly mat khau manh, sir dung xac thuc
hai yéu t6 (2FA)®; Nhan dién rti ro: Hiéu cac mdi de doa nhu phishing, malware va
cach phong tranh.

- Quan Iy thong tin c4 nhan: Biét cach giir kin thong tin nhay cam (dja chi, s6
dién thoai) va trdnh chia s¢ qua muc trén mang xa hoi.

6. Ki ndng sir dung phan mém va iing dung

- Xur Iy bang tinh: Thanh thao cac cong cu bang tinh (Microsoft Excel, Google
Sheets) dé lam bai tip lién quan dén dir liu.

- Cong cu thiét ké va chinh stra: St dung phdn mém chinh stra anh (Canva,
Photoshop co ban) hodc video (CapCut, iMovie).

7. Ky ning hoc tdp va lam viéc triec tuyén

- Quan ly thoi gian: St dung tmg dung quan Iy lich (Google Calendar, Notion)
dé sip xép cong viéc va hoc tap hiéu qua.

- Tham gia hoc liéu sd: Biét cach sir dung va tuong tac trén cac nén tang hoc
li¢u nhu Khan Academy, Coursera, hodc E-learning cua nha truong.

8. Ky nang tw duy va sdng tao sé

- Sang tao ndi dung s6: Biét cach tao blog, video, hodc cac ndi dung truc tuyén
khac dé phuc vu hoc tap va thé hién y tuéng.

- Giai quyét van dé véi cong nghé: Sir dung cac cong cu s6 dé phan tich, tong
hop, va giai quyét cac bai tap hodc du an thuc teé.

9. Ky nang sir dung mang xa hdi va kj thudt truyén thong

- Truyén thong k¥ thuat s6: Hiéu cach tao va truyén dat thong di¢p hi¢u qua
trén cac nén tang so.

- Ung xUr van minh trén mang: Thyc hanh van hoa giao tiép truc tuyén lich su,
tranh vi pham cac quy dinh hodc gay ton hai cho nguoi khac.

10. Ky nang nhdn thirc va dao dirc s6

- Y thirc v€ trach nhiém cong dan s6: Hiéu rd quyén va nghia vu ciia minh khi
st dung cong nghg.

- Pao dirc trong khong gian mang: Ton trong ban quyén, sir dung ndi dung s6
hop phép, va ung xtr c6 trach nhi¢m.

I11.Cac gidi phap thuc hién
1. Tang cwong sy tham gia cia hoc sinh

- T chuc cac khoa hoc hodc chuong trinh r}goai khoa, trai nghi¢m dé rén
luyén ting ky nang. Cho phép hoc sinh lya chon téc d§ va cach thuc hoc tap phu

5La mot phuong phap bao mét yéu cau ngudi dung cung cép hai yéu t6 x4c thuc khac nhau dé truy cap vao
tai khoan hodc h¢ thong. No tang cuong bao mat bang cach két hop pass véi Ma OTP tir ung dung (Google
Authenticator); Ma nhan qua SMS hoac email; Sinh trac hoc (van tay, nhan di¢n khuoén mat)...
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hop v61 minh qua cac nén tang hoc truc tuyén. Tao co hdi dé hoc sinh tham gia cac
dién dan, thao ludn nhém online nham tang cudng tinh tuong tac.

- Ap dung cac dy an nhom, bai tap thuc hanh dé hoc sinh van dung cong nghé
vao giai quyét van dé thyc té. Str (dung cong ngh¢ Al dé thiét ke cac bai hoc va bai
tap phu hop voi trinh d6 va nhu cau cua timg hoc sinh. Phat trién k¥ ning tu hoc, tu
duy phan bién va ki na ung lam viéc nhom ctia hoc sinh.

- Két hop bai kiém tra truc myén, bai tap nhém va cac du an thuc té dé danh
gia toan dién nang luc hoc sinh. Khuyén khich hoc sinh thiét ké infographic, video
ng?fm hodc cac bai thuyét trinh vé cac Vén dé nhu tin gia, tac dong cua cong nghé
dén xa hoi. Hoc sinh xay dung bo quy tac tmg xtr tryc tuyén (Netiquette) hodc chién
dich tuyén truyén vé st dung mang x hoi an toan.

2. Nang cao nang luc giao vién

- Tép huén k¥ ning cong nghe: T6 chtic cac khoa dao tao vé sir dung cong cu
s6 va thiét ké bai giang s6; Huong dan giao vién cach két hop hiéu qua giira cac
phuong phap giang day truyén thong va truc tuyén.

- Hb tro gido V1§n tao hoc 11@1:1 sq: H~uong dan g140 vién thiét ké video bai
giang, bai tap truc tuyén va tai li¢u so6 hap dan, phu hop vé1 nd1 dung mon hoc.

- Thuc day day hoc két hop (Blended Learning); Thiét ké chuwong trinh hoc
tap linh hoat; T6 chirc thi thiét ké bai giang s6 hoic céc ¥ tuong tmg dung cong nghé
trong hoc tap dé khuyén khich su sang tao cua gido vién va hoc sinh; Tang cuong
hi€u qua hoc tap thong qua sy két hop linh hoat gitra day hoc tryc tiép va tryc tuyén.

3. Hji thao cho phu huynh, hop tac véi cong dong

Huong dan phy huynh cach d6ng hanh ctng con em trong viéc sir dung internet

an toan. Ph01 hop voi cac t6 chirc x4 ho1, doanh nghi¢p cong nghe dé t6 chirc cac
budi tur van, hd trg hoc sinh vé an ninh mang.

4. Phat dong cac phong trao giso duc cong din sb

- Phong trao "Céng ddn sé van minh": Kéu goi hoc sinh cam két tmg xr tich
cuc, khong phat tan tin gid, khong tham gia vao cac hanh vi tiéu cuc trén mang.

- Phong trao "Ngdy khong mang xa héi": Khuyén khich hoc sinh danh thoi
glan tham gia cac hoat dong ngoai khoa thay vi str dung mang xa hoi, tur d6 nhén ra
gia tri can bang giita thé gidi s6 va doi séng thuc.

S&é GDDT yéu cau cac don vi nghién ctru, Iya chon® trién khai thuc hién./.

Noi nhan: KT. GIAM POC
- Nhu kinh gii; PHO GIAM POC
- GD, céc PGP S¢; -

- Céc don vi thuoc So;
- Luu VT, GDPT.

Ky boi: Nguyén Vian Tridu

Ky boi: Truong Thi Thuy Van

& Tich hop trong mdn Tin hoc, Pao dirc, Gido duc cong dan; Kinh té va Phap luat
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